
281

Cipher with random substitutions

Lisickiy K.E., Dolgov V.I., Lisickaya I.V.

Department of Information Systems and Technologies Security, Kharkov National

University named after V.N. Karazin, Kharkov, Ukraine

lisitskaiv@ukr.net

Abstract

A new approach to constructing SPN block symmetric ciphers is presented, which allows

random S-blocks to be used in ciphers without sacrificing strength.

Its basis is an improved construction of a cyclic transformation constructed using the

principles of controlled substitutions, when the results of previous substitution

transformations are fed to the inputs of the substitution transforms along with the current

values of the segments of the input data blocks.

This allows you to activate almost all S-blocks of the second and subsequent cipher cycles

and, as a result, improve the dynamic indicators of cipher arrival to the state of random

substitution. Examples are given of constructing such ciphers and a number of modern

ciphers, improved by replacing their first cycles with a cyclic transformation of a new

design. The randomness indices of ciphers with improved cycles are estimated. The results

of the analysis of their resistance indicators and the possibility of using random

substitutions in ciphers are discussed. The results of an experimental verification of the

effectiveness of using random S-blocks in new ciphers are demonstrated. It is concluded

that the proposed construction of the cyclic function really allows one to construct ciphers

in which substitutions from the output of the random substitution generator can be applied

practically without selection without reducing the resistance.
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I. INTRODUCTION

In this work, we will focus on modern designs of block symmetric SPN ciphers.

When talking about a resistant cipher, they primarily mean its resistance to differential and

linear cryptanalysis attacks. It is generally accepted to evaluate the indices of resistance of

block symmetric ciphers (BSC) to differential and linear attacks with the maximum values

of differential and linear probabilities [1-3, etc.]. The enormous number of publications is

devoted to the study of cipher resistance indicators and the influence of the properties of

S-blocks on the indicators of their resistance.

We also contributed to the development of this area. We have proposed a new

methodology for assessing the resistance of BSH to attacks of differential and linear

cryptanalysis, based on the study of the properties of ciphers as random substitutions,

which made it possible to determine the indicators of their resistance by calculation [4,5,6,

etc.]

In accordance with the new methodology for assessing the resistance of block symmetric

ciphers to attacks of differential and linear cryptanalysis, developed in [4], BCS resistance

indicators are independent of S-blocks included in the cipher cyclic functions. Substitution

transformations (S-blocks) affect only the number of cycles that ciphers arrive at the state

of random substitution, and then only within one cycle. This is due to the fact that the

maximum values of the resulting differential and linear probabilities are determined

through the products of the differential and linear probabilities of the S-block ciphers

included in the cyclic functions, and only activated S-blocks.

Active (activated) S-blocks are hereinafter referred to as S-blocks participating in the

formation of real multi-path differential and linear characteristics of ciphers (having non-

zero output differences or non-zero transitions of linear characteristics) [6].

Dynamic indicators of the arrival of the cipher to the state of random substitution refers to

the minimum number of cycles of encryption after which the cipher comes to the state of

random substitution (when the maxima of the differential and linear probabilities of the
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cipher, as a substitution transformation, take stationary values that coincide with the

values of maxima of random substitution of the corresponding degree)

Obviously, the minimum number of cycles for which the cipher comes to random

substitution is denoted by the minimum number of active S-blocks of these cycles that

ensure the stationary value of the maximum probabilities of differentials (respectively, the

maximum probabilities of linear cases) of the cipher. Differential and linear dynamic

indicators are the main indicators of the effectiveness of encryption transformation [6]. So

it turns out that S-blocks of ciphers have a decisive influence on the efficiency of cyclic

transformation (cipher). The more S-blocks are activated in a cyclic function, the fewer

cycles the cipher can come to the stationary state of a random substation. So the whole

point is that in the well-known constructions of block ciphers, not all S-blocks of cyclic

functions are activated on the first cycles. In the Rijndael-256 cipher, for example, with a

single-byte difference at the input of the cipher, on the first cycle one S-block of 32 is

activated on the second 4 of 32, on the aunt is 16 of 32, on the fourth and subsequent

cycles of 32 out of 32 (in fact, in the second and subsequent cycles of S-blocks, even less

is activated). As analysis shows, the design solutions used in the construction of other

modern ciphers also implement a step-by-step process of activating S-blocks of cyclic

functions of different cycles when S-blocks of the current cycle do not provide activation

of all S-blocks of the next cycle, as in the considered example with the Rijndael cipher.

It turns out that a huge number of publications on design S-blocks with high cryptographic

indicators are practically aimed at actually winning one cycle in the encryption procedure.

Note that for SPN ciphers with cyclic functions using single-layer permutation

transformations, the minimum number of activated S-blocks of the first cycle is equal to

one, and therefore, in the presented example, to increase the transformation efficiency, we

can talk about increasing the minimum number of activated S-blocks in the second and

third cycles.

It is believed at the same time that the high cryptographic properties embedded in the S-

block will contribute to the achievement of increased cipher strength indicators.

Recall also that in accordance with the new methodology for assessing the strength of

symmetric block ciphers, all ciphers, after several initial encryption cycles, regardless of

the S-blocks used, become random substitutions. Recall that the Rijndael-256 cipher

comes to a state of random substitution in five cycles [6].
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The natural question arises whether all this colossal work on the selection and construction

of “optimal” S-blocks is justified, if as a result, in all cases, we arrive at the same result (to

the same values of the differential maxima and linear probabilities)? We think that other

cryptographic indicators of ciphers as random substitutions will be close.

It turns out that the use of S-blocks with special properties actually reduces only to

reducing the number of cycles the ciphers arrive at the state of random substitution (just

by one cycle), and it is completely unclear whether the selected S-blocks on the full-cycle

encryption length give any other advantages. In our opinion, the “weaknesses” of ciphers

and S-blocks are leveled at the full-cycle encryption length. For this, the number of

encryption cycles with a margin (strength margin) is selected.

So the idea came up to build encryption transformations (ciphers) with more efficient

cyclic functions, allowing increasing the number of activated

Compared to traditional methods and without loss of durability, S-blocks of the second

and subsequent cycles go to the use of S-blocks in ciphers directly from the output of the

random permutation generator.

Now it has already been implemented in a number of our proposals [6-10] and patents [11-

13], and we continue to develop this area.

The purpose of this work is to popularize and further develop the noted direction. In this

article we will provide additional arguments and justifications for its justice and

fruitfulness.

In fact, it will be about substantiating a new concept for constructing block symmetric

ciphers - ciphers with random permutations

II.LITERATURE REVIEW.

The Rijndael cipher is still considered as the latest achievement in the design and

development of block symmetric ciphers. It will be relevant to recall the thoughts and

considerations presented in Susan Landau [14] on the study of algebraic aspects of the

Rijndael (AES) development. We have already quoted it in our publication [6] and others,

but in our view it deserves to be addressed again.
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The work focuses on the design of block ciphers. The author traces the paths that led to the

Rijndael cipher, which is now considered the last word in design and engineering

decisions. It is argued that this development has become a natural result of the

development of world cryptographic thought.

Thus, [14] notes a number of works and proposals made on the way to Rijndael. We will

remind them here. Willi Meier and Othmar Staffelbach have suggested that certain

examples of nonlinearities used by mathematicians may be suitable for a cryptographic

system project [15]. Based on these ideas, Josef Pieprzyk proposed algebraic methods for

the construction of nonlinear functions [16, 17,]. Kaisa Nyberg researched S-blocks and

applied some of Pieprzyk's ideas when designing S-blocks [18]. Joan Daemen studied the

cyclic functions in terms of differential and linear cryptanalysis of the cipher and proposed

a new paradigm and broad-trace approach [19]. With other researchers, he used the wide

footprint and Nyberg S-blocks in the SHARK cryptosystem [20]. Thomas Jakobsen and

Lars Knudsen found an "interpolation attack" against simple algebraic ciphers such as

SHARK [21]. Two developers Daemen and Vincent Rijmen of SHARK opposed Square

cryptosystem [22]. Knudsen broke Square using a variety of attacking techniques [22].

Rijndael, notes the author of the cited work, rose from the dust of Square. The work then

follows how these threads were woven by Rijndael.

Much attention has been paid to the analysis of the design methods of Rijndael new

paradigm and approach, which is considered to have been developed by Joan Daemen and

has been dubbed the broad-based strategy.

Speaking of wide track strategy, Susan Landau notes. It is easiest to perform cryptanalysis

when a single (one) S-block is active in each cycle. Therefore, the designer of the

cryptographic algorithm should strive to avoid the worst case of diffusion when there is a

single active S-block. Obviously, the best that can be done by the designer in terms of

reaching the upper limit is that the number of branches ß is n + 1, where n is the number of

links (each link consists of m bits). A reversible linear mapping that achieves this effect is

called optimal. Daemen and Rijmen managed to construct such a mapping. They have

shown that separable maximum distance ciphers (MDS ciphers) provide a way to

construct such optimal linear transformations. This mapping turned out to be significantly

more effective than many other linear transformations used in ciphers. Recently, however,

we have found a way to implement a broad-based strategy without separable ciphers [23].
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The paper then discusses the goals of the project and the ways in which the authors

managed to achieve them.

It is generally noted in [6] that Daemen and Rijmen have been able to create a design that

has been able to gain the trust and support of most world-class experts and professionals.

Of course, the design principles applied by AES developers such as:

- simplicity of specification and simplicity of analysis;

- transparency of the solutions used;

- efficiency.

It should be noted that the principles used in the design of AES have become the basis for

the construction of many new ciphers: Labyrinth, Camellia, Kalina, Muhomor, Grand Cru

and others, and in particular, the basis for the construction of new state standards and the

Kalina-2 cipher adopted in Ukraine [24] and the Kuznechik cipher adopted in Russia [25]

(in the Kuznechik cipher it was possible to activate all S-blocks of the cycle function, but

this is a 128-bit cipher and no one has proposed to multiply the MDS matrix 3232).

The results of the analysis of these constructions, performed in [6], show that the cyclic

transformations of ciphers of the specified series are constructed so that the linear and

differential indices of the S-blocks that enter them influence the dynamic parameters of

the arrival of the ciphers to the state of random substitution within one cycle. . In such

ciphers, the minimum number of activated S-blocks of the first cycles is on the verge of

providing the minimum number needed to reach the ciphers to the asymptotic values of

the maxima of differential and linear probabilities. Therefore, changing the differential or

linear indices of the S-blocks used in these ciphers influences the minimum number of

cycle transformations required for the cipher to arrive at a state of random substitution. It

turns out that for marked and many other modern ciphers with selected S-blocks, it is

necessary to perform at least three to four cycles of encryption to arrive at random

substitution (as already noted, not all S-blocks of cycle functions are activated in many

ciphers). The natural question is whether it is possible to build a loop transformation that

will provide an increased minimum number of S-blocks that are activated in the first

cycles?

In general, our investigations into the possibility of increasing the number of S-blocks

activated in the first cycles have shown that the approaches adopted in the construction of
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modern ciphers are based on the use of single-layer cycle substitution transformations

provide a minimum number of S-blocks activated in the first cycle equal to one. This

result may be obvious, but we proved it experimentally.

The problem can only be solved by using positive transformations constructed using

nonlinear operations (S-blocks), as is done, for example, in the cipher Labyrinth [26], but

this is actually another cycle transformation. Therefore, it is necessary to either enter into

the cipher a positive conversion that pulls on a positive cycle, or to use in the ciphers an

advanced cycle transformation, which, unlike the existing approaches, allows to construct

a cycle function with an increased number of activated S-blocks. In this work and this

problem is solved. In this work and this problem is solved

III. MATERIALS AND METHODS

A Description of the construction of a cyclic function

Here we will first introduce the proposed option for constructing a cyclic function used in

our developments. We take the materials of [6] as a basis. We, as in many of our

publications, will be guided in this direction by the 256-bit implementation of the cipher.

First, recall the design of the cyclic function of the SHUP-1 cipher. It is shown in Fig. 1.

Here is a diagram of an improved design in relation to the circuit from [6]. In this work,

we describe the modernized design of the cipher, which was named the SHUP-1M cipher

in [6].

In this case, the preliminary summation of the segments of the input data block at the input

SL transformation of the first cycle is excluded. Summing the output of the last SL

transform with the outputs of the previous SL transforms is also excluded, except for

addition to the output of the first SL transform, because experiments have shown that

these operations do not lead to an improvement in the randomness of the cipher.

An input data block of 256 bits is divided into eight sub-blocks of 32 bits each. Then, each

subblock is added together with the corresponding part of the cyclic key, also presented in

the form of eight 32-bit segments. Addition is performed modulo a segment. The resulting

blocks are sequentially fed to the inputs of 8 SL transforms, which are included in the

chain, so that the sum of the modulo two next (current) 32-bit data subblock and 32-bit

segment from the output goes to the input of the current
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SL transform previous SL transformation . Such inclusions of SL substitution

transformations we called controlled substitutions, whence the name of the ciphers of this

series is GUPs. Outputs 7 SL transforms go directly to the output of the cyclic function,

and the output of the first SL transform goes to the output of the loop function after adding

the last - 8th SL transform to the output

The main conversion of a cycle function is SL transformation. I repeat the construction of

SL transformation the Mukhomor cipher [30] and am shown in Fig. 2.

Input value (32 bits)

S1 S2 S3 S4

MDS transformation

Output value (32 bits)

Fig. 2. - Scheme of SL- transformation

The 32-bit input is divided into 4 bytes, each of which is replaced according to the

specified wildcard (S-block). The transformation uses 4 different tables, one per byte.

After the replacement operation in the S-blocks 4 bytes (a0, a1, a2, a3) are fed to the input

of a linear transformation that performs matrix multiplication by the MDS matrix (cipher

matrix with the maximum permissible distance):
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SL

SL

SL
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Fig. 1Block diagram of the cyclic transformation SHUP-1M

B Theoretical substantiation of the minimum number of activated S-blocks for

the arrival of the cipher to the state of random substitution

In this section, we present the results of estimating the expected parameters for the

transition of ciphers to the state of random substitution. We will continue to focus on

ciphertext with 256-bit data blocks (keeping in mind the post-quantum cryptographic

development period [31]).

The main considerations on this issue are given in our paper [6]. According to the idea of

the approach developed in [6], it is necessary to estimate the minimum number of active

(activated S-blocks), after which the cipher becomes a random substitution. This minimum

number is determined by the differential and linear indices of the S-blocks themselves

used in the cipher, the designs and properties of its cyclic transformations, as well as the

values   of the cipher proof strengths depending on the size of its bit input. In [32], this

relationship between these indicators is defined as two relations:

IPSD = ( 
maxDP )k,  kk

L LPIPS 
max

12   .

Here 
maxDP and 

maxLP are the maximum values of the differential and linear probabilities

of the substitution transformations )(xπ . IPSD (Differential Indicator of Provable Security)
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 Differential Evidence Security and IPSL (Linear Indicator of Provable Security)  Linear

Evidence Security, minkk   minimum active S-blocks involved in the formation of the

transition of the cipher to a random substitution. Therefore, IPSD must be used for

calculations and IPSL.

We use here the calculation method from our work [5], which allow us to conclude that

for the arrival of the cipher to the state of random substitution, the expected maximum

value of the number of differential transitions for the cipher with 256-bit input is close to

190, and the expected maximum value of the offset linear enclosures for a 256-bit input

cipher is close to 2130. Accordingly, we obtain that the maximum linear and differential

probabilities for a 256-bit cipher are close to each other and them about IPSD  IPSL =

2248 ÷ 2250.

Based on the above ratios, we can conclude that for a cipher with 256 bit input to arrive at

the state of random substitution by differential indicators when using S-blocks with

boundary indicators -uniformity 
maxDP = 26, (according to equality 2248 = (26)k) will

need to use kmin = 41 S-block.

Similarly, in order to arrive at a state of random substitution in linear terms when using S-

blocks with boundary values of nonlinearity equal 
maxLP = 26,

(  kk 61250 222   ) kmin = 50 S-blocks (for S-blocks of Muhomor cipher with a

nonlinearity 
maxLP = 25 for all in this case we have kmin = 62,25).

According to the known results, it turns out that in the original cipher Rijndael-256 is

activated in four cycles of at least 53 S-blocks (1 on the first, 4 on the second, 16 on the

third and 32 on the fourth). This allows the 256-bit Rijndael cipher to arrive at a random

differential and linear substitution in three-four cycles.

C Use of random S-blocks

The question of using random S-blocks is fundamental to this work. As follows from the

results of [32], the value of the minimum number of cycles of output of the cipher to the

state of random substitution is directly related to the differential and linear properties of S-

blocks.

As noted in [32], in the construction of differential and linear characteristics for arbitrary

S-blocks in most cases transitions are used and not with the maximum possible values of



291

differential and linear transitions (maximum values are very small). Therefore, the real

values of the probabilities of differential and linear characteristics will be determined by a

random set of transitions involving transitions and not with minimum values of

probabilities, which will reduce the number of S-blocks activated compared to the case of

transitions with minimum values.

In connection with the mentioned in [6, 32-34 and others], the possibility of using random

S-blocks in ciphers was evaluated.

In the table 1 presents the results of calculations of the number of transitions of different

types in the 48 rows of the differential table of the random substitution borrowed from [6].

In our calculations, we use the maximum number of active S-blocks, which allows to

realize the arrival of a cipher with 256 bit input on differentials

Table 1 Calculation of the number of transitions of different types in the 48 rows of the

differential table of random substitution

Table transition values The number of transitions

of the differential table

Numeric

Transformation s in

a row

The number of

transformation s in 48

rows

12 1 0,003906 0,19

10 10 0,039065 1,87

8 104 0,40625 19,5

6 830 3,24218 155,62

to random substitution. For differential indicators, it is equal to 48.

From the presented results it follows that 48 active S-blocks (active transitions) can be

selected at random entrances to S-blocks at their consecutive start based on the use of

- twenty transitions with a value of 8;

- twenty-five crossings with a value of 6;

- twenty transitions with a value of 8;

- twenty-five crossings with a value of 6;

The most likely transitions are used; we believe that the entry into the first S-block will be

the maximum possible.
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Total of 48 transitions (48 active S-blocks). The calculations in this case lead to the result

2

256
10







 

20

256
8







 

26

256
6







 = 2250.

Let us now consider the law of the distribution of transitions for the displacements of a

linear approximation table. The total number of transformation s includes both positive

and negative displacements. Using the results of [6, 32], we can calculate the number of

transitions of different types in 65 rows of linear approximation table of random

substitution, the calculation results of which are presented in table 2/

Considering further that the rows in the S-block are selected from the whole set of 256

rows, and the transitions on the S-blocks are random and carried out in the most probable

way, we can estimate the probability of the cipher coming to the state of a random

substitution with random S- blocks. The calculations for 65 S-blocks lead to the result.

From the results it follows that for 65 active S-blocks, when using them, the most likely

transitions can be expected at random inputs into random S-blocks:

• - one transition with value 32;

• - three transitions with value 30;

• - eight transitions with value 28;

• - eighteen transitions with value 26;

• - thirty three transitions with value of 24.

The very first (one) S-block is taken with the maximum possible transition value (34).
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 = 2236.

We have not reached the maximum differential probability of the 256-bit cipher, but the

obtained differential probability value makes it possible to count the cipher practically

resistant to both attacks and linear cryptanalysis (cipher SCHUP-1 dials 65 cycles of 65-66

active S-blocks in three cycles.

That is, our cipher with advanced cycle transformations (SHUP-1, or SHUP-1M) comes to

the state of random substitution and differential and linear indicators for three cycles, and
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if we take the first cycle two-layer (SHUP-2, SHUP-2M), then such a cipher will come to

a state of random substitution in two cycles.

Therefore, the proposed ciphers come to random substitution in three or two cycles and

when used in ciphers randomly generated S-blocks with almost no filtering.

Enhanced transformation is more efficient than Rijndael and in terms of performance

(decreases the number of intermediate modulo 2 modulations and eliminates byte

multiplication operations) [6, 34]. In addition, the cipher SHUP-1 has fewer cycles.

IV EXPERIMENTS

To illustrate the increased transformation efficiency, we first present experiments to

estimate the number of activated S-blocks in the first cycles of the SHUP-1М cipher with

the cyclic function shown in Fig. 1

Note that at the inputs of the SL transform of this function, the input data segments are

added together with the key segments modulo. This modular operation is carried out with

discharge transfer. Therefore, when the last byte of the input of the SL transformation is

activated (and in the experiment we activated the 31 and 32 bytes), the previous bytes will

also be activated. Here we present the results of activating the cipher with two input bytes

of the 31 and 32 (see Table 3).

Table 3 Distribution of activated S-blocks of the first cycle upon activation of the 31 and 32 input

bytes at the input of the cipher

Number of active S-blocks Number of options held Estimation of their share in%

1 27350220 0,63

2 2726313690 63,47

3 1541237850 35,88

It is seen that when two bytes are activated at the cipher input, three bytes of the 8th SL

transformation are activated. When activating the cipher with single-byte retrieval, you

will be activated on the first cycle one or two bytes.

In the table 4 presents the results of experiments to determine the number of active S-

blocks on the second cycle of the SHUP-1 cipher when two input bytes are activated

numerically and in percent. It is seen that with a high probability the number of activated
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S-blocks turns out to be close to 32. In almost 90% of cases, 65-66

S-blocks are activated in this cipher in three cycles, which is quite enough for it to come to

a state of random substitution.

The SHUP-2M cipher will come to a state of random substitution in two cycles (65

activated S-blocks). The Rijndael cipher comes to a state of random substitution for 4

cycles.

Table 4 The number of active S-blocks for the second cycle when activating one (right) input byte

in percent

Number of active

S-blocks
Estimation of their numbers in %

1-25 0

26 0,000000232

27 0,00000149

28 0,0007133

29 0,00258

30 0,668

31 11,075

32 88,228

The results of the next experiment will be devoted to the analysis of indicators of

statistical security of ciphers SHUP.

Here we will follow the methodology for the analysis of these indicators described in [35].

Using this technique, the correlation properties of block symmetric ciphers are evaluated

as controlled by permutation keys.

Here we look at such statistical safety indicators as:

- the average number of output bits that change when one input bit ( wm ) changes;

- degree of completeness (dc);

- degree of avalanche effect (da);

- degree of strict avalanche criterion (dsa),
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considered for a different number of cycles and randomly taken encryption keys.

Definitions of these indicators can be found in [36].

In our case, in order to avoid leveling the differences between the individual bits, the

avalanche effect was not considered as an average value for all bits, as in [35], but for

each bit separately, and the minimum and maximum values were selected among the

obtained values for each bit. If we take the average of all bits, we get results that repeat

[35]. They are presented in separate table columns.

Further, in accordance with the approach described in [36], given a confidence probability,

based on the student distribution table [37] for given values 001,0999,0),( 210  P

and n = 10000 (sample of input texts in our experiments) and the variance of the

distribution law for 256-bit versions ciphers equal
2
w = 64 we get, respectively:

3,291 8 0.263
10000

t S
n
 

 

and, therefore, all values satisfying the conditions, respectively, can be considered as

falling into confidence intervals:

128 0,263 128 0,263wm    ;

Similarly, estimates of the distribution parameters are performed when processing the

results of other correlation indicators.

The following are the results of the research. Table 5 presents the results of the evaluation

of statistical security indicators implemented in experiments with a cipher built on

controlled SL transformations.

Table 5 Cyclical values of indicators of statistical safety of code SHUP-2

Round

№

SHUP-2

Mmin Dmin Mmax Dmax wm dc da dsa

1 127,73 63,453 128,21 62,91 127,97 1 0,999479 0,992026

2 127,73 63,382 128,2 65,331 127,96 1 0,999482 0,992

3 127,76 64,862 128,19 63,409 127,98 1 0,999518 0,992047

4 127,74 65,081 128,22 63,156 127,98 1 0,999491 0,992015



296

5 127,81 63,227 128,22 64,299 128,01 1 0,999484 0,992027

6 127,73 64,11 128,2 64,721 127,96 1 0,999497 0,991971

7 127,73 65,464 128,26 62,903 128 1 0,999506 0,992003

8 127,71 63,476 128,22 66,24 127,97 1 0,999484 0,992081

In this table, the following notation is used

Mmin  the minimum value of the mathematical expectation of the number of changed bits

for some bit at the input; Mmax  the maximum value of the mathematical expectation of

the number of changed bits for some bit at the input; Dmin and Dmax are the variance of the

number of changed bits in a bitwise estimate of the maxima and minima of the average

values, wm is the average number of changed bits, which is calculated as

2
maxmin MMmw


 .

From the presented data it follows that the depth of the avalanche effect for the cipher

under consideration is equal to the 1st cycle. Starting from the first cycle, the value falls

within the established boundaries.

It is also seen that the one-bit values of the maxima and minima turn out to be very close

to the average value.

We note here that for the variance values, the condition used above when determining

confidence intervals is fulfilled 22
wS  with great accuracy.

Table 5 shows that in all cases half the bits of encrypted text with a deviation of  0.21

are changed, which corresponds to 0.008%. It can also be seen that the deviation occurs in

both directions. The results obtained show that avalanche effect indicators (depth of entry

into cipher cycles and variance of deviations from the mean) are better than all known

cryptographic algorithms. Almost on the first cycle, the SHUP becomes a random

substitution for all indicators. This may be unexpected, but this effect can be explained by

the fact that the proportion of texts that produce poor results in the total number of texts

participating in the experiment is negligible.

Functions (ciphers) having a good degree of completeness, a good avalanche effect and

satisfying the strict avalanche criterion must have values ac dd , , sad and satisfying the

condition: 1cd , 1ad , 1sad , which is practically fulfilled for our cipher.
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Another experiment demonstrates the effect of randomly shuffling data blocks on the first

cycles of the SHUP-1M encryption.

Next, the results of determining the loop-by-loop laws of distribution of the maxima of

XOR transitions and maxima of displacements of the SHUP-1М cipher in the mode of its

initialization with 16-bit input differences in accordance with the methodology of [38] are

presented.

Table 6 lists the cyclical laws of distribution of maxima of XOR differences for 256-bit

Rijndael cipher and SHUP-1M cipher in the mode of their initialization by 16-bit

differences in accordance with the procedure [38]. The 31 and 32 input bytes were

activated

The calculations for the Rijndael cipher were performed for 30 random encryption keys,

and for the ShUP-1M cipher for one encryption key. It can be seen that for the Rijndael

cipher, the data obtained for the reduced model of this cipher is stored [27], and the cipher

ShUP-1M shows the limit indicators from the first cycle.

Indeed, for S-blocks of the Muhomor cipher with a differential uniformity 
maxLP = 25,

the encryption the equation for a 16-bit cipher has the form 212 = (25)k. This means that

in order to come to a state of random substitution of a 16-bit cipher, 2 activated byte S-

blocks are enough. And if for a Rijndael cipher with XOR the operation of introducing

cyclic keys, the maximum transition value of the first cycle will be equal to 1024 (only

one input byte is involved, and the second is zero), then in the case of SHUP-1M with the

modular operation of introducing cyclic subkeys, 232 most likely will be with one, two, or

three S-blocks SL transforms activated by the input difference.

Thus, it turns out that these S-blocks are quite enough for the 16-bit cipher to become a

random substitution already in the first cycle. If we talk about a full-blown cipher, it

comes to the state of random substitution for three cycles. Now the result is clear for a

cipher with random S-blocks.

Table 7 shows the cyclic distribution of the maxima of the displacements of the LAT table

for a 256-bit cipher also in its initialization mode using 16-bit non-zero input and output

masks in accordance with the methodology of [38].
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Table 6 Cyclic values of the maximums of the full differentials during encryption16-bit blocks for

the Rijndael cipher and the ShUP-1M cipher

Number

cycles

r

Cipher Rijndael Cipher SHUP-1M

Differential

transition

maximum

value

RMS

deviation

The value of the maximum

total differential with S-

blocks of the Muhomor

Maximum differential

value wit полного

дифференциала random

S-blocks

1 1024 0 20 18

2 3652,26 630,312 18 20

3 19,0666  1,436 18 18

4 19,0666 0,99777 20 20

5 18,8666 1,23108 18 20

6 19,1332 0,99106 20 20

7 19,2666  1,0934 2 20

8 19,1332  1,43139 20 18

9 19,0666  1,23648 18 18

The results indicate that, in this case, the SHUP-1M cipher in the normal mode of

application comes to the state of random substitution for three cycles, which confirms the

increased efficiency of this design. The experiments confirm the relationship of the

number of activated S-blocks in the first cycles with the minimum number of encryption

cycles necessary for the cipher to arrive at a random substitution state.

From the table it follows that there is a high probability that the number of activated S-

blocks turns out to be close to 32. In almost 90% of cases 65-66 S-blocks are activated in a

cipher in three cycles, which is quite enough for it to come in a state of random

substitution... The SHUP-2M cipher will need two cycles to arrive at the state of random

substitution.
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V DISCUSSION OF RESULTS

Therefore, in accordance with the obtained results, the proposed design of a cycle function

to use it to build ciphers and improve their existing structures allows to increase the

minimum number of S-blocks that are activated during the first cycles and thereby reduce

the processes of cipher arrival to one or two cycle’s random substitution. Using this

proposal, new ciphers called SHUP have been developed and Rijndael-256 and

Kalina-256 have been upgraded. In particular:

Table 7 Cyclic values of the maximums of displacements of linear cases when encrypted with 16-

bit blocks for the Rijndael cipher and the SHUP-1M cipher

Number

cycles r

Cipher Rijndael Cipher SHUP-1M

Bias

maximum

value

RMS

deviation

The value of the maximum

total differential with

S-blocks of the Muhomor

The value of the maximum

of the total differential with

random S-blocks

1 110008,39 0 810 828

2 9284,27  657,454 825 820

3 818,47  26,8809 828 819

4 814,19  28,204 825 818

5 818,51  18,536 828 837

6 815,967  20,18 824 814

7 832,31  33,1887 820 822

- the SHUP-1 cipher (SHUP-1M), which provides activation for the first three cycles of

about 33 S-blocks. Therefore, for a cipher to arrive at a state of random substitution, it is

enough for four cycles

- the SHUP-2 cipher (SHUP-2M) provides activation for the first three cycles of about 65

S-blocks. It will take three cycles to arrive at the random substitution state.

- the Rijndael-256 with advanced first cycle with two shutter speeds controlled, with a

minimum number of S-blocks activated in the first two cycles equal to 55, and in three

cycles the number of activated S-blocks will already be equal to 87. This cipher with their

relatives With S-blocks, it will be enough for two cycles to arrive at a cipher, and with a
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random S-block the cipher will arrive at a random substitution in three cycles. This also

applies to the Kalina-256 cipher with an advanced first cycle.

- the Kalina-256 with an improved first cycle has a minimum number of S-blocks, which

are activated on the first two cycles, also close to 55, and three to 87.

The above results indicate that the use of random substitutions does not lead to the

exceeding of the minimum number of cycles in which standard solutions ensure the arrival

of ciphers to the state of random substitution, which allows to conclude that the improved

ciphers when using random S-blocks do not concede to known structures are not stable not

on speed. Moreover, the proposed solution gives a gain in the number of cycles of arrival

to the state of random substitution for one or two cycles.

The data presented for estimating the prospects of using random S-blocks show that

random S-blocks can be used without any reduction in stability, and, as the results of the

experiments show, these random S-blocks can be taken directly from the output of the

random substitution generator with virtually no validation.

An additional useful result is the possibility of increasing the speed of ciphers by reducing

the number of cycles of encryption6.

VI СONCLUSION

The main scientific result of the robot is the following: the ability to activate the SPN

ciphers, which can be used without any lower speed, but the S-blocks.

It can be implemented by applying a new design to the cipher function, which can be used

in a multi-cycle execution to construct individual constructions of the SHUP ciphers or as

a (second) first cycle of any of the known ciphers, where the first cycle is constructed as a

two-layer substitution transformation of the proposed kind. The basis for the construction

of each layer was the use in its implementation of a chain of so-called controlled

substitutions, when the substitutions are included in a serial chain, in which the segment of

the output of the previous enlarged S-block (SL transformation) is added to the input of

the current enlarged S-block (SL transformation).

The results show that this design of the loop transform has the feature that allows to

activate almost all S-blocks of the second layer of the chain from the controlled

substitutions. As a result, the minimum number of activated S-blocks reaches a maximum
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that cannot be implemented by cycle functions built in the traditional way. Due to this it is

possible to provide high cryptographic properties of ciphers even when using random

substitutions. Stock by the number of activated S-blocks allows the transition of ciphers to

the state of random substitution for the number of cycles that is one or two cycles smaller

than traditional methods of constructing cycle functions, and this allows you to set and

solve the problem of reducing the required number of cycles of encryption, that is,

increase the speed upgraded encryption algorithms.

Thus, a new direction of improvement of modern block symmetric encryption

technologies has been opened, which deserves support and development.
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If we assume that for the 32-bit platform to perform the SL transformation operation, it is

necessary to spend the time T, then for a separate line (cycle) of m

SL transforms, it will be necessary to spend mT sec.

In pipelining, each next s-th cycle will start with a delay (s1) T sec, 1  s  r. As a result,

if rm sec is required to process r cycles for one-stream encryption, then for parallel

processing of r cycles it will be sufficient to spend m + r  1 second. Therefore, the gain in

speed that can be achieve will be:

If the cipher is constructed using 32-bit SL transformations, then for r = 7, m = 8 we have

a gain in the speed of computing the last seven encoding cycles
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As a result, the gain is almost three times.

Thus, the ciphers described by the PMC are present as the most promising solutions for

building modern ciphers.

CONCLUSIONS.

The new cipher described in the paper, called the PCM, seems to be a promising solution

for building a modern SPN cipher. He possesses the best-known ciphers with dynamic
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exponents of arrival to random substitution [4-40]. In practice, it becomes an accidental

substitution after only two cycles. According to other indicators of persistence, this cipher

inherited all the high indices characteristic of the "Amanita" cipher [2]. We also note an

important feature of the cipher, which is that in the cipher, random

S-blocks can be using with little or no reduction in the dynamic cipher arrival rates to

random substitution.
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